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Critical infrastructures are exposed to a range of threats

« Nation States

» Terrorist

» Criminal Enterprises
« Hackers

Threats are both Physical and Cyber
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Post 9-11

E.O. 13228 — Office of Homeland Security (OHS)
E.O. 13231 — Ciritical infrastructure Protection (CIP)
in the Information Age

Established advisory boards and internal boards,
standing committees, etc.

= Financial and Banking Infrastructure Committee established by
E.O. 13231.

= Policy Coordination Committees (PCC), such as Economic
Consequence PCC organized by OHS.
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Department of Homeland Security

s President concluded our nation needed a
more unified homeland security structure.

= Congressional agreement

= New department
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i Financial Services Private Sector Coordinator and

Department of the Treasury jointly hosted Inaugural
Meeting of Financial Services Sector Coordinating
Council for CIP/HLS on June 19, 2002. *

* Treasury provided photograph June 19, 2002
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Financial Services Cyber and Physical Protection Framework

PUBLIC SECTOR PRIVATE SECTOR
Critical Infrastructure Protection Board Treasury - Lead Agency
(Executive Order 13231) (PDD 63)
Assistant Secretary for Assistant Secretary for

Financial Institutions Financial Institutions
FBIIC CHAIR SECTOR LIAISON
Rhonda MacLean
SECTOR COORDINATOR
[Financial and Banking Infurmatiun\
Infrastructure Committee

(FBIIC)
US Treasury (Financial Services Sector Coordinating Councﬁ
for CIP/HLS

Commodity Futures Trading Commission . . . Bt 0
Federal Dyeposit InsurancegCorporation Financial Services Trade Associations & Institutes
New York Stock Exchange

Federal Reserve Board .
National Association of Insurance Commissioners LEsperClcanahonc
DTC&C

National Credit Union Administration

Office of the Comptroller of the Currency L. WIAC . .
Office of Thrift Supervision Securities Industry Automation Corporation
NASDAQ

Securities and Exchange Commmsnon AMEX
Office of Homeland Security K TS /

[ State and local regulatory/supervisory entities ]
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Financial Services Sector Coordinating Council
for CIP/HLS

Financial Services Trade Associations & Institutes
New York Stock Exchange
New York Clearinghouse
DTC&C
FS/ISAC
Securities Industry Automation Corporation
NASDAQ
AMEX
ASIS

Scope

= Critical Infrastructure Protection (CIP) and
Homeland Security (HLS)

Mission

= Collectively represent the sector and serve as a
resource to the financial services industry for
advice and the review, promotion, communication,
and coordination of sector-wide voluntary activities
and initiatives designed to improve CIP/HLS.

8.25.02 8




o Private Sector Coordinator for
Protection and Homeland Security

Strategic Focus Areas

s Coordinated information dissemination

= Coordination of crisis management and
response management initiatives

= Increased outreach and organizational
engagement

= Knowledge and information sharing
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Key Financial Sector Effort Initiated in 1999
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Trade and Other Association Initiatives

Business continuity practices
Crisis management efforts

Awareness and outreach

Best practices sharing

Cross-sector initiatives
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Office of Homeland Security

National Vision

The United States will forge an unprecedented level
of cooperation throughout all levels of government,
with private industry and institutions, and with the
American people to protect our critical infrastructure
and key assets from terrorist attack.
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The National Strategy For Homeland Security -
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National Strategy to Secure Cyberspace

Level 1: The Home User and Small Business
Level 2: Major Enterprises

Level 3: Sectors of the National Infrastructure
Level 4: National Level Institutions

Level 5: Global
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Working Together: A Partnership for the Future

Rhonda MaclLean
Bank of America
NC1-014-14-04

200 South College St.
Charlotte, NC 28255

Telephone: 704.388.1659
Fax: 704.386.4314

E-mail: rhonda.maclean@bankofamerica.com




