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Abstract—We share experience implementing cybersecurity 
metric-based algorithmic ratings to proactively manage the third-
party cybersecurity risk within a large critical national infrastructure 
– the U.S. healthcare sector.  The U.S. healthcare sector is currently 
estimated to be about 17.6% of the U.S. economy as measured in 
GDP, and is the U.S. top employer accounting for about one in three 
new U.S. jobs and 13% of total U.S. employment [1,2]. 

In February 2024, a cybersecurity attack on the Change 
Healthcare pharmacy clearinghouse became a seminal third-party 
risk event when a single outage had an outsized impact felt 
nationwide for a significant period of time. We describe what 
happened, why the impact was outsized, what were the responses, and 
lessons learned. 

After the Change Healthcare event, cybersecurity ratings are 
playing a larger role leading to the proactive identification of 
vulnerabilities in third-party service providers, the continuous 
monitoring of third parties for changes in security posture, and the 
use of cybersecurity ratings to track third-party remediation 
efforts.  Lastly, we share examples of how cybersecurity ratings can 
be used to provide enhanced protection for critical third-party 
infrastructure and how cybersecurity ratings can be used to calculate 
return-on-investment (ROI).  
 
     Keywords— healthcare third-party risk, healthcare supply 
chains, supply chain security, cybersecurity rating 

I. INTRODUCTION 
An organization's security posture is only as strong as its 

weakest link. External partners, vendors, suppliers, and 
contractors - who often have access to sensitive data and 
systems - can become that weak link. Third-party risk 
management (TPRM) is important because it protects an 
organization from the wide range of risks introduced by 
outsourced organizational functions to external partners, 
vendors, suppliers, manufacturers, and contractors. 

TPRM is a subset of the broader category of supply chain 
risk management (SCRM) [3]. Third-party risk focuses on 
managing direct relationships with any external entity that an 
organization relies on, while supply chain risk is concerned 
with all the issues pertaining to the entire end-to-end network 
of suppliers, manufacturers, distributors, and the flow of goods 
and services contributing toward the end product or service 
produced by the first-party organization. Table 1 is a 
comparison of TPRM versus SCRM highlighting that TPRM is 
focused on issues under direct control of an organization while 

SCRM includes broader supply chain issues such as severe 
weather events, geopolitical issues, macroeconomic issues, and 
terrorism.   

TABLE I.  TPRM VERSUS SCRM 

Feature TPRM SCRM 
Scope of 

Focus 
Direct relationships with external 
organizations, such as vendors, 

contractors, and service providers. 
This includes IT and cloud service 
providers, payment processors, and 

other business partners. 

The entire ecosystem of suppliers 
and processes required to deliver a 

product or service, including all 
upstream and downstream 

partners. SCRM considers risks 
throughout the whole value chain, 

not just direct suppliers. 

Visibility Risks associated with the directly 
contracted third parties. Third-party 
actions or security posture directly 

affect the first-party. 
 

Seeks to understand risks that can 
originate anywhere in the 

extended network, including 
vendors' vendors (known as 

fourth-parties). 

Primary 
Risk Types 

Emphasizes cybersecurity and 
compliance risks because third-

parties may have access within the 
first-party enterprise security 

boundary depending up integration. 
Other risks include operational, 

legal, financial, and 
reputational/brand. 

Covers a broader range of risks, 
including geopolitical events, 

natural disasters, financial 
instability, operational issues, raw 

material shortages, and labor 
concerns across the entire supply 

network. 

Risk 
Ownership 

First-party is directly responsible for 
managing all the risks introduced by 

third parties. 

First-party is responsible for 
ensuring the entire supply chain 
remains resilient, even though 
individual risks may arise from 

vendors outside of direct 
relationships. 

Key 
Concern 

The security posture, compliance, 
and overall reliability of all external 
third parties with established direct 

contractual relationships. 

Continuity and resilience of the 
entire flow of goods and services 

supply chain, and how a 
disruption anywhere in the chain 

will impact first-party end 
product/services. 

 

Before proceeding further, we define terminology to be used 
throughout the rest of the paper.  We use a hospital as the 
organization in context: 

• First-Party: a hospital 

• Second-Party: a hospital patient  

• Third-Party: A vendor to a hospital with a direct 
contractual relationship to provide a product or service 

• Fourth-Party (or Nth-Party): A vendor or 
subcontractor that a 3rd-party vendor uses, but with 
whom the hospital has no direct relationship 



     
                       Figure 1.  First, Third, and Fourth/Nth Parties 

For purposes of this paper, we will be using explanatory 
instances, both actual and hypothetical, from the healthcare 
sector. Healthcare providers depend heavily on global supply 
chains for medical devices, essential pharmaceuticals, and 
digital health tools enabling supply chains to provide timely 
treatments and efficient operations.  However, supply chains 
containing external partners, vendors, suppliers, manufacturers, 
and contractors also introduce significant risks. 

The remainder of this paper is organized as follows: Section 
II presents different third-party risk frameworks that may be 
used as a basis for a TPRM program. Section III provides a brief 
overview of a general TPRM program. Sections IV introduces 
examples of actual real-world disasters caused by an Nth-party 
showing that TPRM is not an academic exercise. Section V 
introduces quantitative cybersecurity ratings as an automated 
way to scale TPRM continuous monitoring for real world 
situations. Section VI applies TPRM to the U.S. healthcare 
sector to share an example case study of scalable TPRM 
continuous monitoring. We end with a summary in Section VII.   

    

II.        THIRD-PARTY RISK FRAMEWORKS 
A TPRM framework establishes guidelines for identifying, 

assessing, managing, and mitigating risks from external 
vendors. It ensures third parties meet security and compliance 
standards, protecting organizations from data breaches, 
operational failures, regulatory violations, and reputational 
damage. A range of TPRM frameworks/standards exist, each 
with a different purpose, scope, and target audience, including 
but not limited to the following:  

 

• “Cybersecurity Supply Chain Risk Management 
Practices for Systems and Organizations” U.S.-
focused (NIST SP 800-161 rev1) for overall 
supply chain security [4,5] 

• “ISO/IEC Information for Supplier Relationships” 
international standard in 4 parts: ISO 
27036:1/2/3/4 [6,7,8,9] 

• “FDIC/FRB/OCC Interagency Guidance on Third-
Party Relationships” - risk management designed 
specifically for the banking industry across the 
entire life cycle of their relationships with third- 
parties, from planning and due diligence to 
monitoring and termination [10] 

• “Third Party Risk Association (TPRA) 
GuideBook” [11] 

The most suitable framework for an organization depends 
on its specific industry, operational maturity, and strategic 
goals. With the wide range of TPRM frameworks, 
organizations can adapt standards to fit their specific industry 
sector and risk profile. 

III. TPRM PROGRAMS 
To ensure third parties operate securely and effectively by 

managing outsourced data and processes, organizations need a 
robust TPRM program. Stakeholders, including customers, 
board members, and regulators, expect mature TPRM programs 
to be in place. 

 

 
                Figure 2. Common Components of a TPRM Program [12,13] 

Figure 2 provides an overview of TPRM program 
components. Planning and oversight provide an organization 
with the foundation to build upon and properly support their 
overall program [12].  Precontract and due diligence ensures the 
organization performs due diligence commensurate with the 
level of inherent risk, to determine if the organization should 
proceed with a specific third-party relationship and prior to 
signing a contract to ensure business needs will be met [12].  
Contract review ensures the organization documents 
relationship expectations in an agreement that can be upheld in 
a court of law [12]. It also ensures risks noted within the due 
diligence process can be addressed within contractual clauses 
[12]. Continuous monitoring requires the organization to assess 
third-party risk on a continual basis to ensure contract terms, 
business obligations, legal and regulatory requirements, and 
performance expectations are met [12]. Disengagement ensures 
the organization is able to transition away from a third-party 
with minimal impact should the relationship end due to contract 
expiration or when adverse/unplanned conditions are met [12]. 
Continuous improvement is an ongoing activity which seeks to 
enhance the organization’s TPRM program as third-party risk 
management guidance, trends, and techniques are realized [12]. 

TABLE II.  THIRD-PARTY RISK TYPES [12,13] 

Reputational Operational Trans-
actional 

Compliance Cyber Financial  Strategic 

Negative public 
view related to 

dissatisfied 
customers, 

interactions not 
consistent with 

institutional 
policies, 

inappropriate 
recommendations, 
security breaches 

resulting in 
disclosure of 

customer 
information, and/or 
violations of law 
and regulations. 

 

Caused by 
inadequate or 

failed 
processes, 
people, or 
systems. 

 

Service/ 
product 

delivery issues 
or third-party 
performance 
failures may 
occur due to 
inadequate 
capacity, 

technology 
failure, human 
error, or fraud. 

 

Outcomes 
resulting 

from 
breaches of 
laws, rules, 
regulations, 

or non-
compliance 

with 
internal 
policies. 

 

Results 
from the 
exposure 
or loss of 
data due 

to 
technical 
a failure, 
human 

error, or 
malicious 

attack. 

Results from a 
Third-Party’s 
failure to meet 
or align with 

organizational 
monetary 

requirements 
and 

expectations. 

Results from 
failing to 

align 
strategic 
goals to 
business 

objectives 
and/or an 

activity that 
jeopardizes 

strategic 
objectives. 

  



 Table II describes the different types of TPRM risks that 
arise from external relationships, encompassing categories such 
as Reputational (brand damage), Operational (service 
disruptions), Transactional (breach of contract), Compliance 
(regulatory violations), Cybersecurity (privacy breaches and IT 
system disruptions), Financial (vendor instability), and Strategic 
(misaligned goals). Another key risk is Concentration (over-
reliance on a single vendor). Managing these risks requires a 
comprehensive TPRM program with ongoing due diligence and 
continuous monitoring.    

 In the next section we show that TPRM programs are needed 
in order to protect organizations from disaster events caused by 
Nth-parties because an organization is ultimately responsible 
for the actions or inactions of all its third-parties/Nth-parties. 

IV. REAL-WORLD THIRD-PARTY INCIDENTS 
Real world third-party risk events have demonstrated 

that relying on external partners, vendors, suppliers, 
manufacturers, and contractors can create significant 
vulnerabilities the have resulted in significant operational 
disruptions and financial losses. Threat actors increasingly 
target third parties to exploit weaker security defenses and gain 
indirect access to more secure organizational enterprise 
networks.  

As third-party risk events have become more frequent and 
sophisticated, they are evolving from isolated privacy data 
breaches to systemic supply chain attacks that can cripple 
economic sectors. Major incidents have demonstrated how a 
single third-party, or Nth-party can endanger a critical national 
infrastructure.  

A.  Disaster Events 

TABLE III.  NOTABLE THIRD-PARTY INCIDENTS 

EVENT TYPE DESCRIPTION 
Target  
(2013) 

Cyberattack, 
Reputational 

Hackers gained entry to the Target enterprise network 
by compromising the credentials of a third-party 
vendor, Fazio Mechanical Services, and used that 
access to steal the payment and personal data of over 
100 million customers. 

Solar Winds 
(2020) 

Cyberattack SolarWinds (a provider of network/system monitoring 
software) confirmed that it had been penetrated by a 
threat actor who inserted malware into software 
updates of its Orion platform; 18,000 customers 
installed this compromised update containing malware 
which was then used to exfiltrate data and covertly spy. 

Colonial 
Pipeline 
(2021) 

Cyberattack, 
Operational 

A threat actor compromised a Colonial Pipeline VPN 
account access and then encrypted data, demanding a 
ransom. In response, gas pipelines operations were 
shut down for several days to prevent ransomware 
from causing further damage. The shutdown led to 
localized fuel shortages, panic buying, and significant 
disruptions across the eastern U.S.  

Suez  
Canal 

Blockage 
(2021) 

Operational Massive container ship ran aground wedged diagonally 
across a single-lane section of the Suez Canal blocking 
all ship traffic, demonstrating how a single event by 
one third-party could trigger significant cascading 
failures across global supply chains.  

Toyota Plant 
Shutdowns  

(2023) 

Operational System malfunction of database server used to process 
parts orders shut down 14 assembly plants in Japan.  
The root cause resulted from insufficient allocated disk 
space after routine maintenance, not a cyberattack.  

CrowdStrike 
(2024) 

Operational   Faulty software update caused a massive global IT 
outage, leading to a "Blue Screen of Death" (BSOD) 
on Windows operating systems worldwide, crippling 
essential services in airlines, healthcare, and finance 
for days, not a cyberattack. 

Change 
Healthcare 

(2024) 

Cyberattack, 
Operational, 

Strategic, 
Financial 

 Ransomware attack on a single pharmaceutical 
clearinghouse triggered a massive third-party risk 
event, demonstrating how a single cyberattack on a 
critical vendor could disrupt the entire U.S. healthcare 
pharmaceutical system.  

Table III describes the most significant third-party incidents 
that have occurred in the past dozen years, there are too many 
others to provide a comprehensive list.     

B. Change Healthcare (2024) 
To illustrate an important point, we would like to further 

explore the most impactful third-party incident to date, the 
Change Healthcare event of February 2024 (the last incident 
listed in Table III). A cybersecurity ransomware attack on 
Change Healthcare, the nation’s largest pharmacy claims 
clearinghouse, triggered a nationwide outage that disrupted 
prescription drug processing, delayed treatments, and created 
severe cash flow crises across hospitals, pharmacies, and 
suppliers [14].  

As one of only two major pharmacy switches in the U.S., 
Change Healthcare represented a single-point-of-failure for the 
entire U.S. healthcare system. The breach—enabled by stolen 
employee credentials, the absence of multi-factor 
authentication, and outdated backup systems—crippled 
prescription distributions for weeks [14]. UnitedHealth, Change 
Healthcare’s parent company, was forced to provide $8.5 billion 
in emergency loans, while CMS accelerated Medicare and 
Medicaid payments to prevent insolvencies [14]. Despite these 
interventions, hospitals reported revenue declines of up to 17% 
in early 2024, and the attack ultimately exposed the protected 
health information of 190 million Americans, the largest 
nationwide documented breach to date [14]. 

This event underscores the need for greater resilience in 
healthcare supply chains. Stakeholders must prioritize system 
segmentation, modernized backup capabilities, and tested 
business continuity plans to mitigate disruption. Just as the 
Federal Reserve provides liquidity support in financial 
crises, healthcare organizations require contingency 
mechanisms to preserve operations during cyberattacks. 
The Change Healthcare incident serves as a warning that 
concentrated performance chokepoints and single-points-of-
failure in infrastructure can amplify cyber risk into systemic 
disruptions with broad societal and economic consequences 
[15].   

 

V.  TPRM MEASURABILITY THROUGH CYBERSECURITY RATINGS 

A. What is a Cybersecurity Rating? 
The late healthcare cybersecurity pioneer Ross Anderson 

emphasized in 2006, “Risks cannot be managed better until they 
can be measured better”[16]. Nineteen years later, 
cybersecurity metrics have matured, allowing enterprises to use 
these measurements, although imperfect, to make informed 
decisions through algorithmic cybersecurity ratings, enhancing 
operations and investments. 

NIST defines a metric as a measurement tool that supports 
human decision-making to enhance cybersecurity performance 
[17]. Cybersecurity metrics lack a standard best practice, as they 
are shaped by individual enterprise environments and the staff 
responsible for implementing cybersecurity operations.  Figure 
3 shows possible cybersecurity metrics, some of which are in 
common use. 



In everyday life, assessment rating systems (or indexes) 
based on underlying metrics are in ubiquitous use to assess 
complex systems such as human physical health, national 
economies, and financial instruments.  

 

 
                Figure 3.  Possible Cybersecurity Metrics [18]  
 
Cybersecurity ratings aim to summarize an organization's 

overall security posture using measurable metrics. Ideally, this 
would result in a single, intuitive number representing the 
enterprise's cybersecurity status at any given time.  Presented 
with the rating for an organization, an analyst can decide 
whether to further investigate the underlying metrics for that 
organization or move on to evaluate other organizations. 

 
A Cybersecurity Rating is a data-driven 

dynamic measurement of an 
organization’s cybersecurity performance 

used to manage enterprise and third-
party cyber risk. 

 
While a cybersecurity rating represents a snapshot at a 

specific point in time, the trend in the rating over an extended 
period is of greater significance. Is the rating relatively stable? 
going up? going down? is there a gradual or drastic rating 
movement over time?  Professionals in the securities, credit, 
and insurance sectors place a high priority on these trends to 
effectively evaluate risk. Consequently, we employ 
longitudinal "sparklines" to display the variation in 
cybersecurity ratings over a one-year timeframe. Figure 4 
illustrates a sparkline depicting the fluctuations in a 
cybersecurity rating throughout the year, with a shaded 
rectangle indicating the expected "technology industry range" 
where similar organizations should ideally maintain their 
rating.   

 
  Figure 4.  Cybersecurity Rating Sparkline Over a One Year Time Period [19] 

Cybersecurity ratings have been validated against actual 
attacks. One study found that lower ratings correlated with a 
higher probability of successful cybersecurity attacks [20]. 

 

B. Toward Continuous Monitoring of Third-Party Risks 
Perhaps the most challenging TPRM problem is that the 

number of third-party participants is typically large and grows 
exponentially at each level of separation from the first-party. 
All it takes is for one third-party among the exponential number 
to be compromised for the first-party enterprise to be at risk. 

 
                        Figure 5.  Fourth-Party Exponential Growth 

While organizations rely on a complex ecosystem of third 
and fourth parties, perfect monitoring of all Nth-parties is 
impossible with limited resources. Prioritization of parties into 
multiple tiers with different levels of monitoring makes it 
possible to match an organizational risk profile. 

Figure 6 contrasts a linear TPRM process with a non-linear 
TPRM process incorporating feedback based on continuous 
monitoring results such that vulnerability findings and new 
threats can be addressed with remediation.  

 
            Figure 6.  Linear TPRM versus TPRM with a Feedback Loop [21] 

 



 Continuous monitoring can play a transformative role in 
helping an organization understand its unique third-party risks. 
Instead of reacting to incident disruptions, continuous 
monitoring can help first parties anticipate and prepare for 
potential issues.  

 

C. Different TPRM Dashboard Approaches 
At present circa 2025, there are four major dashboard 

approaches to communicate TPRM information to human 
analysts. 

Figure 7 shows a first approach which is a scrollable row 
list of N-Party (redacted) entities, each with assigned 
cybersecurity rating and a longitudinal sparkline showing rating 
trends over the last year. 

 

 
         Figure 7.  Cybersecurity Rating System Dashboard [19] 

Figure 8 shows a hierarchical block dashboard approach. 
The assessment for each Nth-Party evaluates different 
categories in order to provide an overall color-coded and letter-
graded risk score based on identified vulnerabilities.  

 

 
    Figure 8.  Hierarchical Scorecard with Color Codes & Letter Grades [22] 

Figure 9 shows a dashboard for a financial quantification 
approach which attempts to quantify financial risk. Each Nth-
Party represents the estimated known loss event frequencies 
and corresponding loss event financial magnitude such that a 
quantified financial risk value can be assigned to each Nth-
Party.  The financial value assigned to each Nth-Party may help 
decide Nth-Party monitoring prioritization strategies.  

 
                Figure 9.  Financial Quantification Dashboard [22] 

Figure 10 shows a dashboard for a concentric ring hybrid 
approach combining Nth-Party scoring and financial risk 
assignment.  The outer ring indicates wide scoring ranges, and 
inner histograms indicate financial risk values.  This approach 
is most valuable in being able to present larger volume Nth-
Party information in one dashboard view (without scrolling). 
However, as the number of Nth-Party entities scale, information 
on each specific Nth-Party is more difficult to discern. 

 

 Figure 10.  Concentric Ring TPRM Dashboard: Scoring & Financial Loss [23] 

VI. AN EXPLANATORY CASE STUDY:                                                          
THIRD-PARTY RISK MANAGEMENT FOR U.S. HEALTHCARE  
We will now present a TPRM case study to share practical 

implementation details for a real-world scenario – the U.S. 
Healthcare system. Threat actors are increasingly targeting 
healthcare vendors and third-party suppliers as entry points into 
larger healthcare networks [24]. Healthcare, which relies 
heavily on outside providers for billing, telehealth platforms, 
and critical software, is particularly at risk. 

 
          Figure 11.  Fourth-Party Exponential Explosion [25] 

 



A. Understanding Your Supply Chain 
Healthcare supply chains are typically large and diverse, 

creating many potential entry points. A compromise in even a 
small third-party supplier can lead to extensive system outages 
and data breaches of personally-identifiable information (PII) 
and protected health information (PHI), both of which are 
protected by Federal HIPAA0F

1 laws. 

The healthcare supply chain is one of the two major 
expenses in healthcare (the other being labor) and it typically 
operates unnoticed - until there is a disruption. Cyberattacks on 
a healthcare supply chain pose significant risks. A shortage of 
essential medical supplies can delay or disrupt patient care. On 
a wider scale, healthcare supply chain disruptions cause 
shortages of essential drugs, personal protective equipment, and 
surgical instruments. Hospitals often pay premium prices for 
alternative suppliers, straining budgets and procurement teams. 
These disruptions add financial and reputational risks and 
weaken trust in vendor relationships [26].   

The healthcare sector is unique because of the span of 
services provided, number of stakeholders involved, and its 
complexity requiring specialized equipment and supplies. 
Thus, a well-managed supply chain is critical to the health care 
sector.  Figure 12 is a simplistic view of the U.S. healthcare 
supply chain. There are many different parts of the healthcare 
system and each part is heterogenous requiring different input 
supplies. 

 
The healthcare supply chain is evolving from a cost-focused 

model to more resilient, patient-centric system powered by 
advanced technology. The COVID-19 pandemic highlighted 
weaknesses like "just-in-time" inventory and centralized 
manufacturing, prompting new strategies for stability.  

 

 
      Figure 12.  A General Depiction of the Healthcare Supply Chain [26] 

Supply chains for different industry sectors have their own 
special characteristics and this is certainly true with the 
healthcare supply chain. The healthcare supply chain is 
different from other industry sector supply chains in six distinct 
ways: [26] 

1) The consequences of supply chain failure may lead 
to loss of life.  The consequence of this difference 

 
1 HIPAA = Health Insurance Portability and Accountability Act of 1996 is the federal 
law that sets national standards to protect the privacy and security of PII and PHI.  

is that providers pay the additional cost to hold 
“safety stock” inventory, contract premium levels 
of transportation, and contract premium service 
level agreements. 

2) Healthcare is highly regulated at both the state and 
federal levels. Staff must have state-certified 
qualifications.  Facilities must be both state-
certified and pass national Joint Commission 
inspections. Equipment and medical devices must 
be certified by the Federal U.S. Food and Drug 
Administration (FDA). 

3) Healthcare supply chains have an extremely wide 
range of variations. For example, some commodity 
supplies (e.g., laundry, food) are basic to manage 
while other specialized healthcare inputs (human 
organs to be transplanted) require the most 
detailed, specialized management. 

4) Many of the assets utilized in the delivery of a 
service by a hospital are not directly controlled by 
the hospital itself. The best example is that 
hospitals provide privileges to surgeons to operate 
in their operating room spaces and surgeons 
independently schedule use of the hospital 
operating room spaces.  While hospitals would like 
to optimize operating room space utilization with 
scheduling, they do not control surgeon scheduling 
of operations. There is a fragile détente between 
hospitals and surgeons since surgeons do provide 
large revenue streams back to the hospital. 

5) Healthcare purchasing is typically dependent on 
Group-Purchasing Organizations (GPOs).   In 
other industries group purchasing is not commonly 
used, in other industries it is more common for 
partnerships to form between suppliers and 
industrial entities. 

6) In measuring supply chain performance, 
healthcare providers are typically benchmarked 
against their peers. In other sectors performance 
benchmarks are generally used across industries.  
For instance, hospital customer service is 
measured against customer service at peer 
hospitals while banking customer service is 
measured against customer service across all 
industries.       

Figure 13 presents an overview of the healthcare value 
chain, which encompasses activities that create and deliver 
healthcare services and products to patients [27]. Unlike a 
simple supply chain, the value chain focuses on processes that 
add value and improve patient outcomes, such as research, 
clinical care, and financial management. Key stakeholders 
include patients, providers, manufacturers, and payers.   



 
         Figure 13.  General Depiction of the Healthcare Value Chain [27] 

 

B. Practical Tips to Get Started With Your Supply Chain 
To start managing third-party risk you must identify the 

first-party entity and third-party entities.  

The first-party is a perspective of relationships. Any 
organization can be a first-party and thus all other parties will 
be viewed in context to their relationship to the identified first-
party.   

Given the many aspects of U.S. healthcare, we considered 
analysis options and decided upon hospitals as the best first-
party to study in more depth since it is a central convergence 
point. Hospitals touch every part of the industry including 
patient healthcare management, most providers have hospital 
privileges, and hospitals are typically the parent organization of 
subsidiary activity such as ancillary out-patient 
services/facilities. 

After the first-party is identified, partner organizations 
within the first-party security boundary must be identified.  
These may be contractor companies and contract employees 
who work within the first-party security boundary.  For all 
intents and purposes these partner organizations need to be 
treated as first-party entities to be assessed with the first-party. 

Next, entities must be identified who have contractual 
relationships with the first-party and are outside of the first-
party security boundary.  These third-party entities will be 
entered into the TPRM process including initial assessment and 
continuous monitoring. It may not be possible to originally 
assess and continuously monitor all third-party entities 
depending on the number of third-parties and the resources 
invested in TPRM.   

There are two techniques to identify third-party entities. 

One technique to identify a third-party is to reactively wait 
over time for new organizational contracts to be signed between 
the first-party and vendors, suppliers, manufacturers, and 
contractors. At contract signing, there is an opportunity to on-
board the third-party signatory into the organizational TPRM 
process.  If you have a large supply chain and do not know 
where to start this is a good option.  Eventually over time, 

 
2 A heat map (or heatmap) is a 2-dimensional data visualization technique that represents 
the magnitude of individual values within a dataset as a color. The variation in color may 
be by hue or intensity. 

contracts with all third-parties will need to be re-signed and 
complete third-party TPRM coverage will have happened. 

A second technique is to attempt to proactively identify 
third-parties that may confer the most risk to the first-party and 
then on-board these third-parties into the TPRM process in 
priority order by risk level.  This second technique is a strategic 
approach that with accurate third-party selection may provide 
the most risk reduction in the quickest time. However, 
identifying the risk levels of different third-parties is difficult 
given incomplete information before they are analyzed as part 
of the TPRM process.    

Third-party entities must be interrogated to determine the 
scale of 4th-party entities.  Just like third-party entities, it may 
not be possible to originally assess and continuously monitor 
all fourth-party entities depending on the number of fourth-
parties and the resources invested in TPRM.   

The common troubleshooting technique of unplugging a 
cable to see who is disconnected is referred to as the “cable 
swap test” or “testing with a known-good cable test”.  This 
cable swap test is useful for identifying Nth-parties who 
otherwise may be unidentified/unknown.  If it can be done in a 
controlled setting without impacting production services, 
different possible Nth-parties can be disconnected (blocked) in 
order to see if the party in question does in fact has an Nth-party 
relationship to the first-party, and if it does then what, if any, 
effect this Nth-party disconnection has on first-party 
operations.  

Nth-party identification is important for the reason we 
previously highlighted in the 2024 Change Healthcare incident. 
Healthcare providers, in general, did not know that Change 
Healthcare existed until the incident occurred, and more 
importantly did not realize that Change Healthcare represented 
a single-point-of-failure to their pharmacy operations. The 
lesson is that it is important to detect overlapping dependencies 
from all Nth-parties in order to avoid concentration risk from 
an entity (or entities) in common with multiple Nth-parties.     

Automation may be able to help for Nth-party 
identification. The heat map1F

2  shown in Figure 13 is an 
advanced visualization technique to help understand the 
complex and vast supply chain for a large hospital system.  This 
heat map is an aggregation of all fourth-party suppliers to a 
hospital system under continuous monitoring. The fourth-party 
suppliers are grouped by cybersecurity ratings into different 
colors. The size of each rectangle is proportional to the 
percentage of market share for that supplier.  By comparing 
heat maps from known 3rd- and 4th- party entities it may be 
possible to identify common N-th party entities to be 
forewarned of potential concentration risk from performance 
choke points and/or single-points-of-failure.  

https://en.wikipedia.org/wiki/Data_visualization
https://en.wikipedia.org/wiki/Hue
https://en.wikipedia.org/wiki/Brightness


 
              Figure 13. Fourth-Party Heat Map Grouped by Rating Scores [19] 
 

Given that cybersecurity ratings are quantified numerical 
numbers, this provides an simple way to calculate TPRM return 
on investment (ROI). ROI can be measured in cybersecurity 
ratings changes given TPRM investments. For example, if an 
individual third-party cybersecurity rating (or an aggregate 
group of third-party cybersecurity ratings) is benchmarked and 
then there is a TPRM intervention, the ROI is the investment in 
dollars divided by the delta change in rating. In the case of a 
$1M TPRM investment for a ratings improvement change of 
100 points the ROI would be one rating point increase per $10K 
investment.  Intervention investments can then be strategically 
optimized, under a budget constraint, for evidence-driven 
strategic ROI cybersecurity TPRM decision-making. 

VII. SUMMARY 
An organization's security is only as strong as its weakest 

point. Attackers need just one entry point to bypass defenses, 
whether human error, vulnerable software, an insecure API, or 
a compromised third-party vendor. A strong security strategy 
must address and reinforce all potential vulnerabilities in 
people, processes, technology, and third-party relationships, as 
any weak link can compromise the entire system. 

In this paper we focused on countering the growing threat 
of third-party cybersecurity risks with the establishment of 
structured third-party risk management (TPRM) programs to 
address this threat.  Since there are different frameworks upon 
which to build a TPRM program and different internal TPRM 
processes we did not go into detail about TPRM mechanics, 
instead leaving that to the reader. However, we do provide a 
comprehensive list of references which do provide these third-
party mechanics details [28-50].  

Moving from reactive incident response to proactive third-
party risk identification and proactive third-party continuous 
monitoring requires the use of automation. In this paper we 
emphasize the need for a TPRM program to use: (1) automated 
quantifiable measurements for benchmarking and 
comparison and (2) automated dashboard tools to handle 
Nth-party scalability. Automation is essential for 
organizational resilience in processing third-party information 
as supply chains grow exponentially larger and more complex. 

Lastly, while we used explanatory examples in the 
healthcare context to illustrate points, the underlying concepts 
and practical techniques we shared are universal, certainly 
applicable to the third-party risk concerns of the Federal 
Reserve and the U.S. Banking industry as a whole. 
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