FEDERAL RESERVE BANK OF DALLAS

2200 N. PEARL ST.
DALLAS, TX 75201-2272

September 13, 2004

Notice 04-63

TO: The Chief Executive Officer of each
financial institution and others concerned
in the Eleventh Federal Reserve District

SUBJECT

Guidance on Operations and Wholesale Payment Systems Released
by Federal Financial Institution Regulators

DETAILS

The Federal Financial Institutions Examination Council (FFIEC) has issued revised
guidance for examiners, financial institutions, and technology service providers on two topics:
information technology (IT) operations and wholesale payment systems.

The Operations Booklet provides guidance on the risks and risk management
practices applicable to financia ingtitutions' technology operations. The booklet

» Discussestactical and strategic support and delivery risks and the controls that
should be in place to address them and

* Includes examination procedures to evaluate the quality of risk management
related to these activitiesin financial institutions and technology service
providers.

The Wholesale Payment Systems Bookl et
* Provides guidance on the risks and risk management practices applicable to

financial institutions’ wholesale payment systems activities, including interbank
and intrabank payment, messaging, and securities settlement systems and

For additional copies, bankers and others are encouraged to use one of the following toll-free numbers in contacting the Federal
Reserve Bank of Dallas: Dallas Office (800) 333-4460; El Paso Branch Intrastate (800) 592-1631, Interstate (800) 351-1012;
Houston Branch Intrastate (800) 392-4162, I nterstate (800) 221-0363; San Antonio Branch Intrastate (800) 292-5810.
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* Includes examination procedures to evaluate the quality of risk management
related to these activitiesin financia institutions and technology service
providers.

ATTACHMENT

A copy of the FFIEC’ s press release dated August 26, 2004, is attached. The booklets
are available electronically at www.ffiec.gov/guides.htm.

MORE INFORMATION
For more information, please contact Gary Krumm, Banking Supervision

Department, at (214) 922-6218. Paper copies of this notice or previous Federal Reserve Bank
notices can be printed from our web site at www.dallasfed.or g/banking/notices/index.html.


http://www.dallasfed.org/banking/notices/index.html
http://www.ffiec.gov/guides.htm

Federal Financial I nstitutions Examination Council

X FFIEC

Press Release

For Immediate Release August 26, 2004

Guidance on Operations and Wholesale Payment Systems Released
by Federal Financial Institution Regulators

The Federal Financial Institutions Examination Council (FFIEC) today issued revised guidance
for examiners, financial institutions, and technology service providers on two topics: information
technology (I1T) operations and wholesale payment systems.

The Operations Booklet provides guidance on the risks and risk management practices applicable
to financial institutions’ technology operations. Effective support and delivery from IT opera-
tions are vital to afinancial institution's performance and success. The evolving role that technol-
ogy playsin supporting the business function has become increasingly complex. I T operations
have become more dynamic and include distributed environments, integrated applications,
telecommunications options, Internet connectivity, and an array of computer platforms. The
booklet discusses tactical and strategic support and delivery risks and the controls that should be
in place to address them. The booklet also includes examination procedures to evaluate the
quality of risk management related to these activities in financia institutions and technol ogy
service providers.

The Wholesale Payment Systems Booklet provides guidance on the risks and risk management
practices applicable to financial institutions' wholesale payment systems activities, including
interbank and intrabank payment, messaging, and securities settlement systems. Financial institu-
tions play an important role in wholesal e payments systems. However, they face increasing
challenges to meet demands for resiliency and reliability, while continuing to develop and deploy
innovative payment solutions to meet expanding global payment processing demands. These
challenges pose increased risk to financial institutions and require greater diligence to ensure that
confidentiality of information, system and data integrity, system availability, and regulatory
compliance are maintained. Wholesale payment system activities require careful planning and
coordination between IT and business units, and their operation must include strong internal
controls and ongoing monitoring. The Wholesale Payment Systems Booklet includes examina-
tion procedures to evaluate the quality of risk management related to these activities in financial
institutions and technology service providers.
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These booklets represent the last in the present series of updates to the 1996 FFIEC Information
Systems Examination Handbook (1996 Handbook). The updates address significant changesin
technology since 1996 and incorporate a risk-based examination approach. The updates have
been issued in separate booklets, replacing all chapters of the 1996 Handbook, and now comprise
the new FFIEC Information Technology Examination Handbook.

With the release of these last two booklets, the 1996 Handbook is now completely retired. Chap-
ters 1 through 23 of the 1996 Handbook were rescinded with the issuance of various bookl ets.
Chapter 24 and 26 through 30 contained laws and guidance related to the topic of IT issued by
various FFIEC agencies. Please refer to the resources section of the FFIEC I'T Examination
Handbook booklets or the individual agencies’ web sites for this information.

With the issuance of the new FFIEC Information Technology Examination Handbook, several
Supervisory Policies (SP) found in Chapter 25 of the 1996 Handbook have been rescinded. These
are: SP-2, Uniform Interagency Rating System for Data Processing Operations, October 1978;
SP-3, Joint Interagency Issuance on End-User Computing Risks, January 1988; SP-4, Supervi-
sory Policy On Large Scale Integrated Financial Software Systems (LSIS), November 1988; SP-
5, Interagency Policy On Contingency Planning For Financial Institutions, July 1989; SP-6,
Interagency Statement on EDP Service Contracts, January 1990; SP-7, Interagency Policy on
Strategic Information Systems Planning for Financial Institutions, March 1990; SP-8, Inter-
agency Document on EDP Risksin Mergers & Acquisitions, September 1991; SP-9, Interagency
Supervisory Statement on EFT Switches and Network Services, April 1993; and, SP-10, Control
And Security Risksin Electronic Imaging Systems, December 1993. The two remaining SPs, SP-
1, Interagency EDP Examination, Scheduling, and Distribution Policy, September 1991 Revised,
and SP-11, Enhanced Supervision Program (ESP) for Multidistrict Data Processing Servicers
(MDPS), January 1995, can be found under Resources in the Supervision of Technology Service
Providers Booklet in the FFIEC IT Examination Handbook.

The booklets are being distributed electronically and are available at www.ffiec.gov/guides.htm.

Media Contacts:

FRB Susan Stawick 202-452-3128
FDIC David Barr 202-898-6992
NCUA Cherie Umbel 703-518-6337
OCC Dean DeBuck 202-874-4876
OTS Chris Smith 202-906-6677

The FFIEC was established in March 1979 to prescribe uniform principles, standards, and report forms
and to promote uniformity in the supervision of financia institutions. The Council has five member
agencies: the Board of Governors of the Federal Reserve System, the Federal Deposit I nsurance Corpora
tion, the National Credit Union Administration, the Office of the Comptroller of the Currency, and the
Office of Thrift Supervision. The Council's activities are supported by interagency task forces and by an
advisory State Liaison Committee, comprised of five representatives of state agencies that supervise
financial institutions.



